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Abstract — Email is one of the fastest, easiest and cost effective
means of communication. However, spam not only wastes our
precious and limited resources, but also possess a security risk;
therefore, there should be an effective means by which we can
avoid this nuisance. In this paper, an effective machine learning
approach for filtering the spam is proposed, by identifying
potential header and body fields. The Machine learning dataset
used is combination of open source spambase and custom
developed dataset for header fields. Weka in combination with
naive-bayes classification technique is applied using machine
learning based dataset encompassing certain header field based
attributes. A mail client is designed in asp.net, which is used as an
interface that separates the header and body of the mail. The
effectiveness of the proposed machine learning approach was
compared with one that does not use machine learning approach
and it was found the proposed approach performed better when
using machine-learning approach.

Index Terms — Weka, Naive Bayesian, Machine learning, Spam,
Email Header, Email Body, spambase.

1. INTRODUCTION

With the revolution in the technology, particularly in
telecommunication, there has been an enormous shift the way
do business and communicate. The internet is acting as a
lifeline of the current world, with most of the communication
being done via email. In a report published by Radicati group,
it was estimated that 3.7 billion users would avail email
services by the end of 2017, accounting to 269 billion mails per
day [1] [2]. About 49.7 % of emails are spam mails [1]. Spam
is defined as unsolicited, unwanted or irrelevant bulk messages
sent to the user for phishing, advertisement or spreading
malware, etc. [3] [4] [5] [6]. Spam mail consumes considerable
amount of our vital resources in terms of not only bandwidth
and money, but also wastes our precious time [7]. Now a day’s
spammer uses sophisticated techniques to bypass spam-
filtering process.

The email consists of two parts; header and body section. The
header section is unique to each mail, comprising summarized
report of sender and receiver. The body consists of the actual
data to be delivered. Both header and body section holds
valuable information utilized to differentiate between spam and
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non-spam email. There are various methods by which we can
identity legality of the mail, which are as follows [8]:

Blacklist/Whitelist method.
Mail Header Checking.
Bayesian analysis.
Keyword checking.

In addition to above, identification techniques there are various
spam filtering techniques that are as follows [8]:

Rule based filtering [9].

Distributed adaptive blacklists [10].
Bayesian classifier [11].

Naive Bayes Spam Filtering [12].

K nearest neighbour [13, 14].

Support vector machine (SVM) [15, 16].
Technique of search engines [17].
Technique of genetic engineering [18].
Technique of artificial immune system [19].
Fighting Spammer’s Resources Approach [20].
Artificial Neural Networks Approach [21].

It has been observed that spam filtering based on body section
is very time consuming and rigorous. Furthermore, the existing
techniques for filtering the spams are inefficient with most of
the filtering techniques concentrating only on the body section
of the email message.

Machine learning can be a good candidate for filtering the
spams due to their inbuilt properties like; capability to learn,
fault tolerant, able to draw an implicit relationship between the
variables, etc. We propose an intelligent technique based on
Naive Bayesian classification using custom data sets in
combination to existing datasets for classifying spam and non-
spam emails. The results confirm that we were able to make
better predictions than contemporary spam filtering techniques.

2. LITERATURE REVIEW

Spamming is one of the major problem faced now a day’s by
email users. Various researchers came up with different
approaches/solutions. Broadly, the solution to filter spamming
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can be classified into two categories; Knowledge engineering
and Machine learning [8].Knowledge engineering uses a set of
rules to distinguish between spam and non-spam mails.
However, this technique has some limitations, as the rules need
to be continuously updated. On the other hand, machine-
learning approach requires no set of predefined rules but uses
training examples or training data set to learn for predicting
whether mail it is spam or non-spam.

Sahami et.al [22] in 1998 were the first to propose spam-
filtering technique based on Naive Bayes classifiers. The
combination of message phrasal words (free tour, free money,
and lottery) and non-phrasal rules derived from message header
were used. The experiment was performed on two private
corpora, with results confirming better results by low true false
positive rates.

[23] extended the work of Sahami et.al by applying classifiers
on text, relying heavily on the assumption of naive
independence, that is all the features used are statically
independent. The propped technique performed faster as
compared to Sahami et.al approach.

Li and Zhang[24] proposed a spam filtering technique using
approximate classification making this technique even much
faster as compared to previous one with greater accuracy.

Ensemble learning in combination with decision tree are
employed to classify spam emails with the accuracy of 94.2%
[25].

[26] proposes a classification technique to filter the spam
emails by assigning some weights to the features extracted
from message body. In addition to this proposed technique tries
to reduce the dimensions to increase the efficiency of the
proposed technique. Results also confirm performance
improvement.

3. PROPOSED WORK

Considering the existence of scope to improve the spam
filtering activity we have started the research work around
spam filtering based on e-mail headers complimented with
machine learning approach rather than the age old techniques
like listing methods (blacklist, whitelist or grey list).

An application platform capable of sending and receiving test
mails has been developed using .NET (C#).Weka is used to
train and Naive Bayes classifier for the purposes of spam
detection .

Machine learning dataset spambase created by Mark Hopkins,
Erik Reeber, George Forman,JaapSuermondt, Hewlett-Packard
Labs offered by UCI- machine learning repository is a
collection of e-mails (blend of spam and non spam) from the
postmaster and the people who reported spams. The dataset
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usually, is used as ARFF file and contains various attributes
based on E-mail body. Most of the attributes indicate whether
a particular word or character was frequently occurring in the
e-mail.

The work is based on Naive Bayes Classification technique,
which includes machine learning based filtering done not only
on the message body but also on some chosen fields in e-mail
headers. Proposed methodology will use custom developed
dataset for header fields and an open source dataset spambase
for e-mail body dataset testing. To train a naive Bayes model,
we can use fitcnb. After training a naive Bayes model, we can
predict labels or estimate posterior probabilities by passing the
model and predictor data to predict as shown in Fig. 1.

The body spambase.arff is an open source dataset and the
header training dataset is created manually from the attributes
of legitimate and spam mails respectively. These training
datasets are used in weka for classification purposes. A mail
client is designed in asp.net which is used as an interface that
separates the header and body of the mail. On the header of the
mail name and value pairs are separated according to the
attributes on which we are testing our spam filter and on the
body of the mail tokenization is done according to the attributes
written in spambase.arff. This process gives us our testing
datasets. Then these four datasets i.e body training and testing
datasets and header training and testing datasets are given as
attributes to the function, which is connected to weka through
a java instance.

The potential feature set that we extracted from this header
fields includes features like:

Total time.

Number of receivers (N).
Total recipients.

IP and domain name validity.
Date and time validity.

Weka does classification according to these datasets and return
the calculations predicting whether the mail is legitimate or
spam. The coding is done in MATLAB for functions, which
create these test datasets. Spambase has been studied and
converted to a format suitable for integration in a MATLAB
platform to take advantage of MATLAB’s Strong visualization
and analysis features. MATLAB is connected to weka through
java instance as weka is designed in java. These datasets are
moved from MATLAB to weka by these java instances and
through these instances the calculations from weka are
displayed in MATLAB. From these calculations we determine
whether our approach have improved spam filtering or not. We
have used weka as our classifier because it calculates various
values that would determine the spamicity of a mail.
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Figure 1 Flowchart of proposed spam filtering approach.
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Our interface in MATLAB is myspamfilter.m program as
shown in Fig. 2. In this program, we first extract the header
value pairs in the header of our mail by making ‘:” as delimit.
Splitstring() function is used to split the header attributes. Then
we tokenize the body of the mail according to the words
described in spambase.arff file. We count the word frequency
using arff_body_parser( ) function. This program gives us an
array of data or feature set, which is stored in our
testspambase.arff file for further classification.

After header value separation of header attributes and
tokenization of words in body of the mail, two files that are
test.arff and training.arff are made arguments to the function
myclassifier(a_test,a_training) which classifies the test data
using naive bayes algorithm and predicts that whether the mail
is spam or no as shown in Fig. 3. This classification is done
through weka using wekaClassify() function. As described
weka is an open source classification application whose input
is an arff file i.e attribute relation file format. Weka returns
various values like mean, standard deviation, error rate etc. and
also predicts whether a mail is spam or not.

EDITOR PUBLISH VEW
et () fi 3 D> &
» Comment % g2 54 GoTo v =
Indent |- oz o \(Ffnd v - v T
EOST NAVIGATE  BREAFOINTS

enda

Figure 2 myspamfilter.m
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MNew Open Save Breakpoints  Run  FRunand Run:
D = [ Indent [5] bg 5 (U Find ¥ - v Tme Adva
FILE EDIT NAVIGATE | BREAKPOINTS RU

myspamfilter.m  * | myclassifierm % | wekaClassifym %

1 4Test weka's Naive Bayes implementation on the spambase data.

2

3

4 function myclassifier(a_test,a_training)

5

6 - classindex=55

7

&

9

10

11 $test = matlab2weka('spambase testing', featurelames,test);

12

13 iTrain the classifier

14 - train=loadARFF (a_training):

15

16 - nb = trainWekaClassifier(train, 'bayes.NaiveBayes')

17

18 - test=loadARFF (a_test);

19 iTest the clagsifier

20 - predicted = wekaClassify(test,nb)

21

22 4The actual class labels (i.e. indices thereof)

23 - actual = test.attributeToDoubleArray(classindex-1); %java indexes from 0

24

25 - errorRate = sum(actual ~= predicted)/30;

26
27

Figure 3 myclassifier.m

wekaClasiffy(testData,classifier) as shown in Fig.. 4 is the
actual function which gets the predicted probability and
predicted class from weka by giving it test.arff and training
object. The values are calculated in weka but are displayed in
MATLAB.

loadARFF( ) function as shown in Fig. 5 is used to load data
from a weka .arff file into a java weka instances object for use
by weka classes. This can be converted for use in MATLAB by
passingwekaOBJ to the weka2matlab function.

matlab2weka() function as shown in Fig. 6 is used to convert
MATLAB data to a weka java instances object for use by
wekaclasses.

weka2matlab( ) function as shown in Fig.. 7 converts weka
data, stored in a java weka instances object to a MATLAB.
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myspamfilterm % | myclassifierm X‘wekﬂ(ﬁ\assify‘m X‘

1 function [predictedClass, classProbs] = wekaClassify(testData,classifier)
2 nces of testData as well
3 lassProbs (i
4 lagses are
5
[}
7
g k]
9 % classifier rained weka classifier (i.e. trained via
10 % WekaClassifier()).
n %
12 % testData - a weka java Instances object holding the test data. Use
13 3 the matlablweka() L n to convert from matlab data tol
14 % weka data if necessar
15 %
16 % classProbs -
17 %
1z k]
19 k]
20 % Written by Matthew Dunh.
21
&= if (~wekaPathCheck) ,claasProbs = []; return,end
23 - for t=0:testData.numinstances -1
4 - classProbs (t+1,:) = (classifier.distributionForInstance (testData.instance(t)))';
25 - end
26 - [prob, predictedClass] = max(classProbs,[],2);
27 - predictedClass = predictedClass - 1;
28
29 - end
Figure 4 wekaClassify.m
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FILE EDIT NAVIGATE | BREAKPOINTS RUN

myclassifier.m % | loadARFF.m

1 function wekalBJ = loadARFF (filename)

2 % Load data from a weka .arff file into a java weka Instances object for
3 % use by weka classes, can ted for use in matlzb by passing
4 % weka(BJ to the wekaZmatlab function.

H i

] % Written by Matthew Dunham

7

8- 1if {~wekaPathCheck),wekaOBJ = []; return,end

9- import weka.core.converters,Arffloader;

- inport java.ie.File;

11

12- loader = Arffloader():

13- loader,setFile(File(filename));

- weka0BJ = loader.getDataSet();

15- wekaOBJ.setClasaIndex (wekaOBJ. numAttributes -1);

l6- “end

Figure 5 loadARFF.m
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myclassifierm % | wekaClassify.m x‘v'v'\at\alﬂweka.v'v'| X‘tmmWEka(\assiﬁEvm | weka2matlabm %

1 function weka0OBJ = matlab2weka(name, featureNames, data,targetIndex)
2 F Convert matlab data to a weka java Instances object for use by weka
21

22 - if (~wekaPathCheck),wekaOBJ = []; return,end

23 - if(nargin < 4)

24 - targetIndex = numel (featureNames); $will compensate for O-based indexing later
25 - end

26

27 - import weka.c H

28 - vec = FastVector();

29 - if (1scell (data))

30- for i=1:numel (featureNames)

31 - if(ischar(data{l,i}))

- attvals = unique (data(:,1)):

33 - values = FastVector();

4= for j=1:numel(attvals)

35 - values,addElement (attvals{j});

36 - end

- vec.addElement (Attribute (featureNames{i}, values));
38 - else

9= vec.addElement (Attribute (featureNames{i})):

40 - end

41 - end

42 - else

43 - for i=1:numel (featureNames)

4 - vec,addElement (Attribute (featureNames{i}));

45 = end

46 - end

47 - weka0OBJ = Instances (name,vec,size(data,l1));

48 - if(iscell (data))

Figure 6 matlab2weka.m
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myclassifienm x| wekaClassifym x| matlab2wekam x| trainWekaClassifiem x| wekaZmatlab.m X‘
1 lf.mct,iun [mdata, featureNames, targetNDX, stringVals, relationName] =...

2 wekaZmatlab (wekaOBJ, mode)
3 % ert weka data, stored in a java weka Instances object to a matlab

31

32 - if (~wekaPathCheck) mdata = []; return,end

33 - if (nargin < 2)

= mode = [];

35 = end

36

shl|= if (not (isjava (wekaCBJ)))

38 - fprintf ('Requires a java weka object as input.'):

39 — return;

40 - end

41

42 - mdata = zeros (wekaCBJ.numInstances,wekaOBJ.numAttributes);

43 - for 1=0:wekaOBJ.numInstances-1

44 - mdata(i+l,:) = (wekaOBJ.instance (i).toDoubleArray)';

45 — end

46

47 = targetNDX = wekaCBJ.classIndex + 1;

48

49 - featureNames = cell(l,wekaOBJ.numAttributes);

50 — stringVals = cell(1l,wekaOBJ.numAttributes);

51 — for i=0:wekaOBJ.numAttributes-1

52 - featureNames{l,i+l} = char(wekaOBJ.attribute(i).name);

53

54 - attribute = wekaOBJ.attribute(i);

a5 = nvals = attribute.numValues;

56 — vals = cell(nvals,1):

sll= for j=0:nvals-1
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The comparison of the proposed filtering technique with
contemporary spam filtering approach was carrired out in weka
using matlabplaform in a passive manner. Further, MATLAB
was used to calculate and compare the confusion matrix in both
the scenarios. The matrix is based on set of test dataset (ARFF
File) made up of 50 mails (1:1 ratio). The Matrix suggests some
amount of evidence of performance enhancement as shown in
table 1, table 2, Fig. 8, Fig. 9. Further, the significant amount
of time was saved to suggest that header based machine
learning can reduce the time required to classify the mails. The
subsequent integration with a Mail User Agent could be done
to test the performance in the active manner.
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Actual
Prediction Spam Non-Spam
Spam 18 4
Non-Spam 7 21

Table 1 When only spambase dataset was used.

Actual
Predication Spam Non-Spam
Spam 19 3
Non-Spam 6 22

Table 2 When simplified spambase was used with custom
header based dataset

L] Weka Explorer
Preprocess  Classify | Cluster | Assodate | Select atiributes | Visualize
Classifier
Choose  MaiveBayes
Test options Classifier output
() Use training set
(O Suppled test set =i Time taken to build model: 0.37 seconds
(® Cross-validation  Folds |10
y O === Stratified cross-validation ===
() Percentage split % |66
- === Summary ==
More options...
Correctly Clagsified Instances 3648 79,2871 %
. Incorrectly Classified Inatances 953 20,7129 %
(Nom} is_spam v .
Kappa statistic 0.5965
Start Stop Mean zbsolute error 0.2066
Root mean sgquared error 0.4527
Resultlist (right-click for options) Relative absolute error 43.2868 %
23:08:34 - bayes.MaiveBayes Root relative aquared error 92.6423 %
Coverage of cases (0.95 level) 79.787 %
Mean rel. region size (0.95 level) 50.4347 %
Total Number of Instances 4801
=== Detailed Accuracy By Class ===
IF Rate FP Rate Precision Recall F-Measure ROC Zrea (lass
0.69 0.043 0.958 0.69 0.801 0.938
0.951 0.31 0.666 0.951 0.784 0.93%
Weighted Awvg. 0.783 0.152 0.842 0.783 0.794 0.937
=== (Confusion Matrix ===
a b <-- classified as
1923 g65 | a=10
88 1725 | b=
Figure 8 Performance in weka
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Figure 9 Various attributes of the spambase.arff as seen in the weka tool. The plot shows the percentage of spam and non-spam
mails in the data set.

5. CONCLUSION

When the naive-bayes classification technique is applied using
machine learning based dataset encompassing certain header
field based attributes, the overall improvement in spam filtering
is achieved. Thus, the rigorous and time-consuming filtering
done on e-mail body can be simplified without affecting the

spam filter performance.

This conclusion was arrived after

developing training and testing datasets using the features of e-
mail headers and incorporating it with spambase dataset.
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